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Dossia Technical Overview
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Dossia is an employer-led non-profit organization 

dedicated to improving health and healthcare in the USA

US healthcare is inefficient, ineffective, and unaccountable
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Dossia focuses on empowering individuals

Å Patient control and ownership of their health data will facilitate 
competitionςinformed consumers can make smarter, more cost-
efficient decisions and easily change health plan or doctor

Å Real change can only come about when every American healthcare 
consumer has the power and ability to participate as a true 
stakeholderin their own health.

Å Better informed patients make better decisions about their care, and 
make more efficient use of scarce health care resources ςmost health 
care consumers today do not have easy access to vital information that 
would aid their decision-making.

Å Personal health record systems represent a critical component to 
achieving a quicker, simplerand more efficient path to a health record 
for every American.
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Dossiaôs Personally-Controlled Health Record Solution Is:

Å Portable -Tethered PCHRs are intended to have a ñlock-inò effect on participants, whether 

administered by states, providers, or payors.  This ñlock-inò effect requires the participant to 

remain with the state, provider, or payor in order to continue to populate his/her one-side 

PCHR.  Dossia believes it is good stewardship and fiscally responsible to allow portability 

of the Dossia PCHR, regardless of employment, state of habitation, provider network, or 

payor benefit.

Å Private - The user will control all aspects of his/her PCHR. 

Å Lifelong - The Dossia PCHR is intended to be retained for the life of the individual, unless 

he/she opts out of the system.

Å Secure - In addition to state-of-the-art security mechanisms being implemented, the PHI 

on the Dossia system will be protected by the latest security advances and will not be 

shared with Dossia employers or any other third party without participant consent/opt-in 

(except as provided by law).

Å While other PHR and EMR solutions seek to make money from the fragmented healthcare 

economy, Dossia seeks to improve it.

Å Non-profit structure keeps Dossiaôs interests aligned with public goals for privacy, security, and 

protection of data.

Å We are employer-led ïwe have a stake as the largest payer of healthcare costs in the US aside 

from the federal government, so our interests in decreasing such rising costs are aligned.
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5ƻǎǎƛŀΩǎ /ƻƴǎŜƴǘ tǊƻŎŜǎǎ
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ÅA Personally-Controlled Health Record

ïAccess ONLY by the consumer and their authorized representatives

ïFully OPT-IN. Nobody is required to participate.

ïReally, truly, OPT-IN.  Once a user has signed up, they will never be required to 
share data as a condition of further usage.

ÅAn Open Ecosystem 

ïA PUBLIC UTILITY MODELwith an OPEN API. Dossia is providing the infrastructure 
for third-parties to build compelling, useful healthcare applications.

ïA SINGLE APIfor data providers and application developers. 

ïAn OPEN SOURCE software platform.

ÅSecurity from the Ground Up

ïAll records FULLY ENCRYPTED. 

ïPersonally-Controlled SHARING MODEL. 

Key Facts about Dossia
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ÅSingle Purpose

ïData sent to Dossia is ONLYǳǎŜŘ ǘƻ ǇƻǇǳƭŀǘŜ ǇŀǊǘƛŎƛǇŀƴǘΩǎ tŜǊǎƻƴŀƭƭȅ-Controlled 
Health Records. 

ïThe user is the CONSUMER, not the employer or any other third party.

ïThe Dossia ecosystem is an opportunity for data providers to build VALUE ADDED 
SERVICES around participation.

ÅHIPAA Compliance

ïDossia is a tool for individuals to request a copy of their records from healthcare 
organizations and institutions.  This is a RIGHT granted to all by HIPAA.

ïDossia collects INDIVIDUAL CONSENTfrom all participants to collect their data. 

ïDossia infrastructure is compliant with the HIPAA SECURITY RULE. 

ï5ƻǎǎƛŀΩǎ PRIVACY POLICYis has been vetted to the highest possible standard of 
PERSONAL CONTROL.

Dossia and Data
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Engagement Guidelines and Rules
1. For the API to be employed by a PHA, the PHA must first be registered with Dossia

to allow PHAs to extract data from Dossia

2. Before a participant authorizes the PHA to retrieve data, the PHA will fully disclose 
to a participant how the PHA will make use of their data

3. Only enrolled and registered participants may elect to allow a PHA to access their 
Dossia record

4. To authorize access to the data, Dossia will conduct the authentication and 
identification of the participant

5. PHAs must comply with 5ƻǎǎƛŀΩǎdata destruction rules unless the PHA supplies 
Řŀǘŀ ǘƻ ŀ ŘƻŎǘƻǊΩǎ ǊŜŎƻǊŘǎ

6. PHAs must comply with 5ƻǎǎƛŀΩǎprivacy policy

7. PHAs must abide by the principle of least privilege

8. PHAs are prohibited from storing Dossia user IDs and passwords

9. PHAs are required to undergo an annual external audit, have a breach procedure 
that includes notifying Dossia in the event of a breach.
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Data Sources (Claims, Rx, Labs, Etc.)
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5ƻǎǎƛŀΩǎ YŜȅ ¢ŜŎƘƴƻƭƻƎƛŜǎ

ÅOpenID- Dossia uses OpenID to enable shared identity with 
our ecosystem partners across web sites.  Integrate with 
Dossia's OpenID server to create a single sign on user 
experience for your Dossia enabled application.

ÅOAuth - is an open protocol to allow secure API authorization 
in a simple and standard method from desktop and web 
applications. Dossia uses the OAuth protocol for 
authenticating applications accessing Dossia API services.

ÅThe Dossia APIallows client applications to securely read and 
update a Dossia participant's health data.  The Dossia API 
utilizes a the Representational State Transfer (REST) style of 
software architecture. 
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Å OpenID Login
Sequence

Å Technical 
Documentation 
Available At:

http://docs.dossia.org/inde
x.php/Dossia_OpenID_Cons
umer_Developer_Guide

http://wiki.dossia.org/index.php/File:Openid_sequence.png
http://docs.dossia.org/index.php/Dossia_OpenID_Consumer_Developer_Guide
http://docs.dossia.org/index.php/Dossia_OpenID_Consumer_Developer_Guide
http://docs.dossia.org/index.php/Dossia_OpenID_Consumer_Developer_Guide
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Technical Documentation Available At:  
http://docs.dossia.org/index.php/Dossia_OAuth_Developer_Guide

http://wiki.dossia.org/index.php/File:Oauth_dance.png
http://docs.dossia.org/index.php/Dossia_OAuth_Developer_Guide


14

Dossia REST API

Å REST ςRepresentational State Transfer

Å REST Principles:
ï Application state and functionality are abstracted into resources 
ï Every resource is uniquely addressable using Uniform Resource Identifiers 
ï All resources share a uniform interface for the transfer of state between client 

and resource, consisting of a constrained set of well-defined operations (HTTP 
GET, POST etc) 

Å Example: Retrieving a Record
ï GET  https://dev-api.dossia.org/dossia-restful-

api/services/v2.0/records/123456789/records/987654321

Å Example: Document Creation
ï POST https://dev-api.dossia.org/dossia-restful-

api/services/v2.0/records/123456789/documents

Technical Documentation Available At:  
http://docs.dossia.org/index.php/Dossia_Application_Programming_Interface

https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/records/987654321
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/records/987654321
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/records/987654321
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/records/987654321
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/records/987654321
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/records/987654321
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/records/987654321
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/documents
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/documents
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/documents
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/documents
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/documents
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/documents
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/documents
http://docs.dossia.org/index.php/Dossia_Application_Programming_Interface


5ƻǎǎƛŀΩǎUser Interface ςAvailable for PHAs
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Middle area available 

for PHA applications 

or applets.
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Dossia Developer Resources

Åhttp://docs.dossia.org ς5ƻǎǎƛŀΩǎ 5ŜǾŜƭƻǇŜǊ 5ƻŎǳƳŜƴǘŀǘƛƻƴ 
web site.

Åhttp://forum.dossia.org ςDossia Developer Community -
Online forums providing collaboration and community 
resources for Dossia API developers Online forums providing 
collaboration and community resources for Dossia API 
developers.  Release notifications posted here.

Åapisupport@dossia.org ςFor registering partner accounts and 
obtaining security keys.  Please use the Developer Community 
discussion groups so others developers can learn.

http://docs.dossia.org/
http://forum.dossia.org/
mailto:apisupport@dossia.org
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Dossia Environments

Å Development
ï For day-to-day development and testing.
ï bƻǘ ŀǾŀƛƭŀōƭŜ ǘƻ 5ƻǎǎƛŀΩǎ ŎǳǎǘƻƳŜǊǎΦ
ï Fairly frequent updates.
ï Systems:

Å dev-openid.dossia.org
Å dev-oauth.dossia.org
Å dev-api.dossia.org

Å Staging
ï LƴǘŜƎǊŀǘƛƻƴ ǘŜǎǘƛƴƎ ǿƛǘƘ 5ƻǎǎƛŀΩǎ ŎǳǎǘƻƳŜǊǎΦ
ï Test data only (no production users or data)
ï Less frequent updates
ï Systems:

Å staging-openid.dossia.org
Å staging-oauth.dossia.org
Å staging-api.dossia.org

Å Production
ï Production! ςLive users and live data.
ï Systems:

Å openid.dossia.org
Å oauth.dossia.org
Å api.dossia.org
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Empowering individuals to improve health and healthcare


