Dossia Technical Overview
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Empowering Individuals to Improve Health and Healthcare
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- Dossias an employeted nonprofit organization dedicated .Eossm

§ to improving health and healthcare in the USA.
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- Dossidocuses on empowering individuals

dossia

APatient control and ownership of their health data will facilitatenpetition ¢
informed consumers can make smarter, more esfficient decisions and easily
change health plan or doctor

AReal change can only come about when every American healthcare consumer has
the power and ability to participate astaue stakeholderin their own health.

ABetter informed patients makbeetter decisions about their careand make more
efficient use of scarce health care resourcanost health care consumers today
do not have easy access to vital information that would aid their decisiaking.

APersonal health record systems represent a critical component to achieving a
quicker, simplerand more efficient path to a health record for every American.
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5 2 a aPersofadlyControlled Health Record
Solution Is:

dossia

Portable

TetheredPCHRE NB A Y 0 SYRSRAVIZ KFBVSOG By 200N A OA LI y i
administered by states, providers, payorsp CKAYE a62O$O00 NBIJljdzA NBa
remain with the state, provider, ggayorin order to continue to populate his/her orgide
PCHRDossiaelieves it is good stewardship and fiscally responsible to allow portability of

the DossiaPCHR, regardless of employment, state of habitation, provider netwopdqyar

benefit.

Private

The user will control all aspects of his/her PCHR.

Lifelong

TheDossiaPCHR is intended to be retained for the life of the individual, unless he/she opts
out of the system.

Secure

In addition to stateof-the-art security mechanisms being implemented, the PHI on the
Dossiasystem will be protected by the latest security advances and will not be shared with
Dossieemployers or any other third party without participant consent/apt(except as
provided by law).
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523 aPErsofedlyControlled Health Record

dossia

j Solution Is: (cont.)

While other PHR and EMR solutions seek to make money from the fragmented
healthcare economypDossiaseeks to improve it.

Non-profit structure keepd 2 a aekeSdsaaligned with public goals for privacy,
security, and protection of data.

We are employeted ¢ we have a stake as the largest payer of healthcare costs in
the US aside from the federal government, so our interests in decreasing such
rising costs are aligned.
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Personal Health Applications
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5 2 a aCbhnsdntProcess

Data
Provider

Dossia

PHA's

Collects consents from Dossia.org

Transmits records for consenting patients

Secures data on behalf of users

Offers open interface for secure Personal Health Applications

Personal Health Applications help users manage their healthcare

Consumers are grateful to have their whole record easily available!
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- Key Facts aboubossia

I dossia

A PersonalhControlled Health Record
AccesONLYby the consumer and their authorized representatives
FullyOPTFIN. Nobody is required to participate.

Really, trulyOPTFIN. Once a user has signed up, they will never be required to share data
as a condition of further usage.

An Open Ecosystem

APUBLIC UTILITY MOD#&th anOPEN APRPDossias providing the infrastructure for third
parties to build compelling, useful healthcare applications.

ASINGLE ARdr data providers and application developers.
AnOPEN SOURGE&ftware platform.

Security from the Ground Up
All recordd=ULLY ENCRYPTED.
PersonallyControlledSHARING MODEL
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" Dossiaand Data

dossia

Single Purpose

DatasenttdDossigh & hb[, dzaSR (2 LJ2 LidAControfed LI NJIi A C
Health Records.

The user is the CONSUMER, not the employer or any other third party.

TheDossiaecosystem is an opportunity for data providers to build VALUE
ADDED SERVICES around participation.

HIPAA Compliance

Dossias a tool for individuals to request a copy of their records from healthcare
organizations and institutions. This is a RIGHT granted to all by HIPAA.

Dossiacollects INDIVIDUAL CONSENT from all participants to collect their data.
Dossianfrastructure is compliant with the HIPAA SECURITY RULE.

5 2 a4 aPRIVALY POLICY is has been vetted to the highest possible standard of
PERSONAL CONTROL.
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Engagement Guidelines and Rules

For the API to be employed by a PHA, the PHA must first be registered with
Dossiao allowPHAdo0 extract data fromDossia

Before a participant authorizes the PHA to retrieve data, the PHA will fully
disclose to a participant how the PHA will make use of their data

Only enrolled and registered participants may elect to allow a PHA to access
their Dossiaecord

To authorize access to the dafgssiawill conduct the authentication and
identification of the participant

PHAsmust comply withb 2 a adata destruction rules unless the PHA
adzLLX ASa RFEGF G2 | R2002NXa NBO2NRa

PHAsnust comply withb 2 a aphviacf2 policy
PHAsnust abide by the principle of least privilege

PHAsre prohibited from storindpossiauser IDs and passwords

PHAsare required to undergo an annual external audit, have a breach
procedure that includes notifyinfossian the event of a breach.

dossia
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DossiaSystem Overview
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