Dossla Technical Overview




Dossia is an employer-led non-profit organization
dedicated to improving health and healthcare in the USA
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US healthcare is inefficient, ineffective, and unaccountable



Dossla focuses on empowering individuals

A

Patient control and ownership of their health data will facilitate
competition ¢ informed consumers can make smarter, more cost-
efficient decisions and easily change health plan or doctor

Real change can only come about when every American healthcare
consumer has the power and ability to participate as a true
stakeholderin their own health.

Better informed patients make better decisions about their careand
make more efficient use of scarce health care resources ¢ most health
care consumers today do not have easy access to vital information that
would aid their decision-making.

Personal health record systems represent a critical component to
achieving a quicker, simplerand more efficient path to a health record
for every American.



Dossi aods -Eantrofled Health Ragcord Solution |Is:

A Portable-Tet hered PCHRs ar e i nitretn deefdf etcot hoarv ep aar tfi
admini stered by states, providefraect oreguaiyoe s
remain with the state, provider, or payor in order to continue to populate his/her one-side
PCHR. Dossia believes it is good stewardship and fiscally responsible to allow portability
of the Dossia PCHR, regardless of employment, state of habitation, provider network, or
payor benefit.

A Private - The user will control all aspects of his/her PCHR.

A Lifelong - The Dossia PCHR is intended to be retained for the life of the individual, unless
he/she opts out of the system.

A Secure - In addition to state-of-the-art security mechanisms being implemented, the PHI
on the Dossia system will be protected by the latest security advances and will not be
shared with Dossia employers or any other third party without participant consent/opt-in
(except as provided by law).

A While other PHR and EMR solutions seek to make money from the fragmented healthcare
economy, Dossia seeks to improve it.

A Nonprofit structure keeps Dossiaf6s interests al.i
protection of data.

A We are employer-led i we have a stake as the largest payer of healthcare costs in the US aside
from the federal government, so our interests in decreasing such rising costs are aligned.



Personal Health Applications

MOBILE IMAGING CHRONIC CARE DIET & WELLNESS FAMILY
HEALTH SHARING MANAGEMENT SERVICES CAREGIVER
GENETIC PERSONAL HEALTHCARE WEIGHT LOSS &
COUNSEL HEALTH RECORD PROVIDER FITNESS COACH

User Controlled Data Flow

‘E @ Personally Controlled Health Record Framework
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User Controlled Data Flow

Distributed Data Sources Personal Data Sources Institutional Data Sources
Links to distributed systems Connections to devices/services Coples of patient data



Data
Provider
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« Wants to organize his or her healthcare data
« Consents to participate at Dossia.org
« Requests data from data providers

« Collects consents from Dossia.org
« Transmits records for consenting patients

«Secures data on behalf of users
« Offers open interface for secure Personal Health Applications

« Personal Health Applications help users manage their healthcare
« Consumers are grateful to have their whole record easily available!
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Key Facts about Dossia

AA Personally-Controlled Health Record
I Access ONLYby the consumer and their authorized representatives
I Fully OPTFIN. Nobody is required to participate.

I Really, truly, OPTFIN. Once a user has signed up, they will never be required to
share data as a condition of further usage.

AAn Open Ecosystem

I APUBLIC UTILITY MOD#th an OPEN APRDossia is providing the infrastructure
for third-parties to build compelling, useful healthcare applications.

I A SINGLE ARdr data providers and application developers.
I An OPEN SOURGdtware platform.

ASecurity from the Ground Up
I All records FULLY ENCRYPTED.
I Personally-Controlled SHARING MODEL



Dossla and Data

ASingle Purpose

i DatasenttoDossiaisONLYdza SR (2 LJ2 LJdzf | G S -CantllBdh O A L.
Health Records.

I The user is the CONSUMERot the employer or any other third party.

I The Dossia ecosystem is an opportunity for data providers to build VALUE ADDED
SERVICESound participation.

AHIPAA Compliance

I Dossia is a tool for individuals to request a copy of their records from healthcare
organizations and institutions. This is a RIGHTgranted to all by HIPAA.

I Dossia collects INDIVIDUAL CONSEMdm all participants to collect their data.
I Dossia infrastructure is compliant with the HIPAA SECURITY RULE

I 5 2 a aPRIVALCY POLIGYias been vetted to the highest possible standard of
PERSONAL CONTROL



Engagement Guidelines and Rules

For the API to be employed by a PHA, the PHA must first be registered with Dossia
to allow PHAs to extract data from Dossia

Before a participant authorizes the PHA to retrieve data, the PHA will fully disclose
to a participant how the PHA will make use of their data

Only enrolled and registered participants may elect to allow a PHA to access their
Dossia record

To authorize access to the data, Dossia will conduct the authentication and
identification of the participant

PHAs must comply with 5 2 & adatd des&uction rules unless the PHA supplies
RIFEGIF G2 I R20G2NXQa NBO2NRa

PHAs must comply with5 2 a apAvacydlicy
PHAs must abide by the principle of least privilege

PHAs are prohibited from storing Dossia user IDs and passwords

PHAs are required to undergo an annual external audit, have a breach procedure
that includes notifying Dossia in the event of a breach.



Dossia Customer

Participant clicks
on alink to fiGo to
or Register for a
PCHRo

Customer Intranet Site

Dossia System Overview

Employee
navigates to
Dossia directly

Dossia Personally-Controlled Health Record System

Secure data

exchange to Dossia

~ Reference Personal
Healh Application

ig

Dossia ~Possia PersBnally-Controlled Framework%or Indivo
Registration Health Record Database Dossia Subscriptions
Server (FIDS)
} Secure data ‘
exchange to PHA
Dossia Data Subscription Service
o y
Dossia Application Programming Interface (API) Custom PHA Batch Interface Wal-Mart Pharmacy BCBS AR BCBS IL
Data Mapping Data Mapping Data Mapping
i A A A A A
| \ \ |
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Personal Health
Applets
PHAs using PHA Wal-Mart Pharmacy BCBS AR BCBS IL
Dossia API File Transfer Server File Transfer Server File Transfer Server
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Personal Health Applications

Data Sources (Claims, Rx, Labs, Etc.)
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A OpenlID- Dossia uses OpenlD to enable shared identity with
our ecosystem partners across web sites. Integrate with
Dossia's OpenlD server to create a single sign on user
experience for your Dossia enabled application.

A OAuth- is an open protocol to allow secure API authorization
In a simple and standard method from desktop and web
applications. Dossia uses the OAuth protocol for
authenticating applications accessing Dossia API services.

A The Dossia APallows client applications to securely read and
update a Dossia participant's health data. The Dossia API
utilizes a the Representational State Transfer (REST) style of
software architecture.



A OpenlD Login
Seqguence

A Technical
Documentation
Available At;

http://docs.dossia.org/inde
x.php/Dossia OpenlD Cons
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Dossia OpenlD Server
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1
|
o

D User CTicks OpeniD logn— ™| N
. Establish association "
(if one does not exist)
i D -
8 |
- 5end checkid_setup L L
|
|
1 »
n Browser redirects tq Dossia OpenlD Server
r . D Validate Request
I
I
b Dossia displays Iu_q'in page
| T
| 1
I
1
I
- »
'T User Logs in th Dosssia
I
| I
- I
-4 |
Send checkid_sdtup response -
m I
N 1
v I
Browser redirects to I
T Dossia Partner Website i
I
| ) Validate Response 1
| I
I T !
| I !
! I

12


http://wiki.dossia.org/index.php/File:Openid_sequence.png
http://docs.dossia.org/index.php/Dossia_OpenID_Consumer_Developer_Guide
http://docs.dossia.org/index.php/Dossia_OpenID_Consumer_Developer_Guide
http://docs.dossia.org/index.php/Dossia_OpenID_Consumer_Developer_Guide
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Technical Documentation Available At:

Consumer Requests
Request Token

Request includes
oauth_consumer_key,
oauth_signature_method,
oauth_signature,
oauth_timestamp,
oauth_nonce,
oauth_version (optional).

Service Provider Grants
Request Token

Response includes
oauth_token,
oauth_token_secrel.

Consumer Directs User to
Service Provider

Request includes
oauth_token (optional),
oauth_callback (optional).

Service Provider Directs
User to Consumer

Request includes
oauth_token (optional).

Consumer Requests
Access Token

Request includes
cauth_consumer_key,
oauth_token,
pauth_signature_method,
oauth_signature,
oauth_timestamp,
oauth_nonce,
oauth_version [optional).

Service Provider
Grants Access Token

Response includes
oauth_token,
oauth_token_secret.

Consumer Accesses
Protected Resources

Reguest includes
oauth_consumer_key,
oauth_token,
cauth_signature_method,
pauth_signature,
oauth_timestamp,
oauth_nonce,
oauth_version (aptional).

http://docs.dossia.org/index.php/Dossia OAuth Developer Guide
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http://wiki.dossia.org/index.php/File:Oauth_dance.png
http://docs.dossia.org/index.php/Dossia_OAuth_Developer_Guide

Dossia REST API

A REST ¢ Representational State Transfer

A REST Principles:
I Application state and functionality are abstracted into resources
I Every resource is uniquely addressable using Uniform Resource Identifiers

I All resources share a uniform interface for the transfer of state between client
and resource, consisting of a constrained set of well-defined operations (HTTP
GET, POST etc)

A Example: Retrieving a Record

T GET https://dev-api.dossia.org/dossia-restful-
api/services/v2.0/records/123456789/records/987654321

A Example: Document Creation

T POST https://dev-api.dossia.org/dossia-restful-
api/services/v2.0/records/123456789/documents

Technical Documentation Available At:

http://docs.dossia.org/index.php/Dossia Application Programming Interface
14



https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/records/987654321
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/records/987654321
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/records/987654321
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/records/987654321
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/records/987654321
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/records/987654321
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/records/987654321
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/documents
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/documents
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/documents
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/documents
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/documents
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/documents
https://dev-api.dossia.org/dossia-restful-api/services/v2.0/records/123456789/documents
http://docs.dossia.org/index.php/Dossia_Application_Programming_Interface

5 2 a aUger Ifdadface ¢ Available for PHAS

dossia Health Record

= Add to Your Profile

YOUR PROFILE
25| Profile Summary

Medications

L

{8y Allergies

Il Immunizations
e Visits

[] Procedures
flu Problems

5] TestResults
4 Data Sources
2 My Family

50y Applications
ADDED APPLICATIONS
= Welcome

[ Measurements

BF CDC EveryDay Health

Linked to 1 profiles. {Add Ancther)

i~y |Lisaloolly v

¥

“ou sre logged in as Lisa Loolly. (Log Cut)

Welcome to Your Dossia Personal Health Recard!

Mow that you have successfully created your Dossia Personal Health Record, you can begin
to better manage the health of you and your family. The Dossia Personal Health Record is
yours for life, and only you have control over who has access to your record. With Dossia you
can:

* Store and track a wide range of health information

* Zhare this information with those you choose

* Access avariety of personal health tools

To get started, have a look around your Personal Health Recoed and get familiar with the
types of information and tools that are available. For additional tips_on how to use your
Personal Health Record, follow the links below or see our HELP sechign, which is located
on the hottormn left hand side of your record.

How To Use Your Personal Health Record

Measurements

100.0 mag/dl Glucose

129 mo/dl Total Cholesterol
39.0 mg/dl HDL

90.0 mg/dl LDL

Update my Measurements

Profile Summary

Age 40

Gender Female
Weight 130.0 Ibs.
Height 5feet10inches

b Procedures (34)
b Medications (12)
I Allergies (1)

i Immunizations (2)
b Visits (16)

I Problems (26)

I Test results (3)

Middle area available
for PHA applications
or applets.
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Dossla Developer Resources

A http://docs.dossia.orgc5 2 8 a Al Q&4 5S@St 2 LIS
web site.

A http://forum.dossia.org ¢ Dossia Developer Community -
Online forums providing collaboration and community
resources for Dossia API developers Online forums providing
collaboration and community resources for Dossia AP!I
developers. Release notifications posted here.

A apisupport@dossia.org ¢ For registering partner accounts and
obtaining security keys. Please use the Developer Community
discussion groups so others developers can learn.



http://docs.dossia.org/
http://forum.dossia.org/
mailto:apisupport@dossia.org

Dossia Environments

A Development
I For day-to-day development and testing.
i b2d [ GFAtFofS G2 52aaAiAl Qa O0dzadi2YSNEROD®
T Fairly frequent updates.
T Systems:
A dev-openid.dossia.org

A dev-oauth.dossia.org
A dev-api.dossia.org

A Staging
i LYOGSaNIaGaAzy (SadAy3a gAGK 52aaAl Qa O0dzal02YSNBEOD
i Test data only (no production users or data)
T Less frequent updates
|

Systems:
A staging-openid.dossia.org
A staging-oauth.dossia.org
A staging-api.dossia.org

A Production
T Production! ¢ Live users and live data.
T Systems:
A openid.dossia.org

A oauth.dossia.org
A api.dossia.org



@/ dossia

Empowering individuals to improve health and healthcare
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